
Eur pdisches Eur pean Office europeen 

Patentamt Patent Office des brevets 



Bescheinigung Certificate Attestation 



Die angehefteten Unteria- The attached documents Les documents fixes a 

gen stimmen mit der are exact copies of the cette attestation sont 

ursprunglich eingereichten European patent application conformes a la version 

Fassung der auf dem nach- described on the following initialement deposee de 

sten Blatt bezeichneten page, as originally filed. la demande de brevet 

europdischen Patentanmel- europeen speciflee a ia 

dung Qberein. page suivante. 



Patentanmeldung Nr. Patent application No. Demande de brevet n° 

02293037.4 



Der President des Europaischen Patentamts: 
im Aurtrag 

For the President of the European Patent Office 

Le President de I'Office europeen des brevets 
p.o. 




RCvan Dijk 



EPA/EPO/OEB Form 1014.1 - 02.2000 7001014 



3 




Europaisches 
Paten tamt 



European 
Patent Office 



Office uropeen 
dee brevets 



Anmeldung Nr: 

Application no.: 02293037.4 
Demande no: 



Anmeldetag: 

Date of filing: 09.12.02 
Date de depot: 



Anmelder/Appl 1cant( s) /Demande ur( s): 
ALCATEL 

54, rue La Boetie 
75008 Paris 
FRANCE 



Bezelchnung der Erf 1ndung/Tl tie of the 1nvent1on/Tt tre de l 1 Invention: 
(Falls die Bezelchnung der Erflndung nlcht angegeben 1st, slehe Beschrelbung. 
If no title Is shown please refer to the description. 
SI aucun tltre n'est 1nd1qu£ se referer a la description.) 

Internet protocol mobility supporting method, a related system and related 
devices 



In Anspruch genommene Pr1or1at(en) / Prlorlty(les) claimed /Pr1or1t6(s) 
revend1qu€e( s) 

Staat/Tag/Aktenze1chen/State/Date/Fl1e no./Pays/Date/Nume>o de depdt: 



Internationale Patentklasslf 1 kat1 on/Inter national Patent Classification/ 
Classification Internationale des brevets: 

H04L29/00 



Am Anmeldetag benannte Vertragstaa ten/Contracting states designated at date of 
f1l1ng/Etats contractants designees lors du depot: 

AT BE BG CH CY CZ DE DK EE ES FI FR GB GR IE IT LI LU MC NL PT SE SI SK 



02293037. 4 2 
EPA/EP0/0EB F rra 1014.2 - 01.2000 7001014 



THIS PAGE BLANK (uspto) 



1 



1 



- 1 - 



INTERNET PROTOCOL MOBILITY SUPPORTING METHOD, A RELATED 

SYSTEM AND RELATED DEVICES 



5 The present invention relates to an IP mobility supporting method 

in a mobile IP network. 

Such an Internet Protocol mobility supporting method, system 
and related devices are already known in the art, e.g. from Internet 
Engineering Task Force (IETF) Request for comments with title "Internet 
10 Protocol mobility support for IPv4" with reference RFC 3220" edited by C. 
Perkins of the Nokia Research Centre and published in January 2002 " 

Therein, it is described that the support of macro-mobility can be 
dealt with using Mobile Internet Protocol (MIP) as specified in IETF. Mobile IP 
MIP here defines 3 additional network elements, i.e. the Home Agent HA in the 
15 home network, the Foreign Agent FA in the foreign network and the Mobile 
Node. 

The Home Agent is a router on a Mobile Node's home network, 
which tunnels datagrams for delivery to the Mobile Node when it is away from 
home. The home agent also maintains current location information for the 

20 Mobile Node when the Mobile Node is outside its home network. The Foreign 
Agent is an agent on a Mobile Node 's visited network that provides routing 
services to the Mobile Node while the mobile node is registered with it. The 
foreign agent de-tunnels and delivers datagrams to the Mobile Node that were 
tunnelled by the Mobile Node's home agent. For datagrams sent by a Mobile 

25 Node, the Foreign Agent may serve as a default router for registered Mobile 
Nodes. 

A Mobile Node is given a long-term IP address on a home network 
called the Mobile Node home address. This home address is administered in 
the same way as a "permanent" IP address is provided to a stationary host. 
30 When away from its home network, an additional visitor address (an address 
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belonging to the foreign network) called the "care-of address" (CoA) is 
associated with the Mobile Node and reflects the Mobile Node's current point of 
attachment with the visited network. The Mobile Node uses its home address 
as the source address of all IP datagrams that it sends. 
5 Packets destined for a Mobile Node MN are always addressed 

to the Mobile Node home IP address. If the Mobile Node MN is not within 
the home network but in a visited network, then the Home Agent, that is 
aware of the location (Care-of Address) of the Mobile Node, forwards the 
packets through a tunnel to the Foreign Agent FA of the visited network, 
10 and the Foreign Agent FA in the end delivers the packets to the Mobile 
Node MN. 

If such a so called visited network however does not support the 
Mobile Internet Protocol (MIP), i.e. does not provide with a Foreign Agent (FA), 
a mobility supporting service cannot be provided with. 
15 An object of the present invention is to provide an IP mobility 
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the above known type but wherein performant mobility is supported without the 
presence of mobility support in the visited network. 

According to the invention, this object is achieved by the method 

20 described in claim 1 , the system defined in claim 2 and related devices as 
described in claims 5, 6, 7, 8, 9, 10 and 11. 

Indeed, according to the invention, this object is achieved due to the 
fact that the Mobile Node roaming from a Home Network towards the Visited 
Network at the request of the Mobile Node, is assigned a Foreign Agent 

25 externally to the Visited Network, i.e. in the Home network or even in a related 
broker network. Then a path can be established between the Home Agent and 
the assigned Foreign Agent. Subsequently, the Foreign Agent is enabled to 
establish a path between the Foreign Agent and the Mobile Node based on the 
destination address provided to the Foreign agent by the Mobile Node. 
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Data received by the home agent from a corresponding node 
addressing the mobile node can be forwarded by the home agent along the 
previously established path from the receiving home agent towards the Mobile 
Node via the foreign agent. 
5 An additional characteristic feature of the present invention is defined 

in the system as described in claim 3 and the related device as described in 
claim 12. 

The destination address is an Internet Protocol address of the Mobile 
Node, which is temporary, assigned to the Mobile Node by a Dynamic Host 

1 0 Control Protocol server of the visited network. Hence, by using this temporary 
assigned Internet Protocol address of the Mobile Node, which identifies the path 
between the Foreign agent and said Mobile Node, a direct path between the 
Foreign Agent and the Mobile Node can be established. 

An additional advantage of such a method of establishing a path 

1 5 involving the use of a Foreign Agent externally to the Visited Network, i.e. in the 
Home network or even in a related broker network, as above described, is that 
at the move of the Mobile Node to the coverage of a different Visited Network, 
the Mobile Node does not have to inform the Home Agent of its immediate 
location, but only the Foreign Agent is informed about its latest location. As the 

20 foreign agent can be placed somewhere closer to the Mobile Node, i.e. in the 
Home Network or even in a related broker network adjacent to the Visited 
Network the distance between the Mobile Node and the Foreign Agent is 
smaller when compared to the distance between the Mobile Node and the 
Home Agent and as a consequence, the time necessary for data to reach the 

25 Foreign Agent is reduced. Hence, by placing the Foreign Agent, closer to the 
Mobile Node, the registration latency is reduced and thus the Foreign Agent is 
able to react much faster when a Mobile Node handoffs to a different Visited 
Network and thereby reducing the packet losses due to handoffs. 

This in contrast to the situation wherein the Home Ag nt is updated 

30 about the latest care-of-address of th mobile node during the handoff but due 
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to the larger distance between the Home Agent and the Mobile Node, and as a 
consequence the larger time required to inform the Home Agent of the new 
Care-of address. In the mean time, during the registration process the Home 
Agent keeps sending packets to the Mobile Node's old care-of-address because 
5 of the latency that is involved in updating the Home Agent about the new 
address. Since the Mobile Node moved to a different Visited Network it is not 
able to receive these packets which leads to loss of packets. 

Another characteristic feature of the present invention is defined in 

10 the system as described in claim 4 and the related devices as described in 
claims 13 and 14. 

The destination address is the Internet protocol address of an Access 
Router AR at the edge of the visited network. Hence, by using this temporary 
Internet protocol address, where this destination address identifies the path 

15 between the Foreign agent and the Access Router, a path between the Foreign 
Agent and the Access Router can be established and moreover the Access 
Router is enabled to establish a path between this Access Router and the 
Mobile Node (MN) based on the forwarding information which is provided to 
said Access Router by the Mobile Node. An additional advantage of such a 

20 method of establishing a path involving the use of an Foreign Agent and the 
Access Router as above described, is that at the move of the Mobile Node to 
the coverage of a different Visited Network, the mobile node does not need to 
inform the Home Agent of its immediate location but only has to inform the 
Foreign Agent about its latest location. This Foreign Agent works like an anchor 

25 thus reducing the registration latencies. 

A further additional advantage of the method of establishing a path 
involving the use of an Foreign Agent and the Access Router as above 
described, is that no additional temporary Internet Protocol address needs to be 
assigned to the Mobile Node as the Access Router is kept posted with respect 

30 to the location of the Mobile Node in the Visited Network The Mobile Node's 
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home Internet Protocol address should be used to address the Mobile Node. 
Moreover, since the Access Router de-tunnels the tunnelled datagrams sent by 
the Foreign Agent, before the packets are sent over the radio to the Mobile 
Node by the Access Router, the datagrams that are sent over the radio are not 
5 encapsulated by an extra header and thus saving precious radio resources. 

It is to be noticed that the term 'comprising', used in the claims, should 
not be interpreted as being restricted to the means listed thereafter. Thus, the 
scope of the expression 'a device comprising means A and B' should not be 
limited to devices consisting only of components A and B. It means that with 
1 0 respect to the present invention, the only relevant components of the device are A 
and B. 

Similarly, it is to be noticed that the term 'coupled 1 , also used in the 
claims, should not be interpreted as being restricted to direct connections only. 
Thus, the scope of the expression 'a device A coupled to a device B' should not 
15 be limited to devices or systems wherein an output of device A is directly 
connected to an input of device B. It means that there exists a path between an 
output of A and an input of B which may be a path including other devices or 
means. 

The above and other objects and features of the invention will 
20 become more apparent and the invention itself will be best understood by 
referring to the following description of an embodiment taken in conjunction with 
the accompanying drawings wherein: 

Fig. 1 represents a Mobile Internet Protocol Network MIPN wherein 
the Internet Protocol mobility supporting method is executed. 
25 Fig. 2 represents the functional built up of the Mobile Node and the 

Home Agent of the present invention for use in Mobile Internet Protocol Network 
MIPN as presented in Fig. 1. 

Fig. 3 represents the functional built up of The Foreign Agent, of the 
Mobile Internet Protocol Network MIPN as presented in Fig. 1. 
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Fig. 4 represents the functional built up of The Access Router of the 
Mobile Internet Protocol Network MIPN as presented in Fig. 1. 

In the following paragraphs, referring to the drawings, a first and a 
second implementation of the Internet Protocol mobility supporting method j 
5 and the related devices according to the present invention is described. The 

description of the first embodiment is completed with a description of the \ 

i 

second embodiment in the same manner as is done for the first embodiment. i 

In the first paragraph of this description the main elements of the 
Mobile Internet protocol Network as presented in FIG. 1 are described. In the 

10 second paragraph, all connections between the before mentioned elements and 
described parts are defined. Subsequently all relevant functional parts of the are 
described followed by a description of all interconnections. In the succeeding 
paragraph the actual execution of the method for session establishment is 
described. This description is completed with a description of a second 

1 5 embodiment in the same manner as is done for the first embodiment. 

in iimiM^ m 

Home Network HN, a kind of Visited Network VN and a Broker Network 

BN related to the Home Network HN. The Home Network is a Mobile 
Internet Protocol supporting Network whereto the Mobile Node is 

20 connected. The Broker Network is a Mobile Internet Protocol supporting 
Network, which is not the home network but is a network, which is coupled 
to the Home Network HN by agreement between to corresponding 
providers of the network. The Visited Network VN is a Network which has 
no Mobile Internet protocol Supporting facilities (Mobile Internet Protocol 

25 further referred to as MIP) and hence does not support roaming from the 
Home Network HN or the Broker Network BN towards the Visited Network 
VN. Although there exist a plurality of kind of visited Networks and Broker 
Networks, only one of both is presented and described in order to keep 
simplicity in the description. 
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The Home Network HN includes a Home Agent HA which is a 
router on the Mobile Node's Home Network, which forwards datagrams to the 
Mobile Node when it is away from home. The Home Agent HA also maintains 
current location information for the Mobile Node when the Mobile Node is 
5 outside its Home Network HN. The Home Agent is able to establish a path 
between the home agent HA and the Foreign Agent FA based on a Foreign 
Agent address. 

Further, the Home Network HN contains a Foreign Agent FA which is 
implemented on a router that is able to establish a path between the Foreign 

1 0 Agent FA and the Mobile Node MN based on a temporary Internet Protocol 
Address assigned to the Mobile Node MN which is provided to the Foreign 
Agent FA via the Mobile Node MN. The Foreign agent FA provides routing 
services to the Mobile Node MN while the mobile node is registered with it. The 
Foreign Agent FA de-tunnels the datagrams tunnelled to it by the Mobile Node's 

1 5 Home Agent and delivers datagrams to the Mobile Node MN by using a tunnel 
that was set-up by the Foreign Agent between the Foreign Agent FA and the 
Mobile Node's temporary Internet Protocol Address. For datagrams sent by a 
Mobile Node MN, the Foreign Agent FA may serve as a default rout for 
registered Mobile Nodes. 

20 In order to keep simplicity in the description of this embodiment, it is 

chosen to only describe two Foreign Agents FA, FA2 connected to the network, 
although this normally will be a plurality of such Foreign Agents. A first 
Foreign Agent FA is present in the Home Network HN and the second 
Foreign Agent FA2 is present in Broker Network BN. 

25 Additionally there is a plurality of Mobile Nodes, whereof only 

one Mobile Node MN is presented and described respectively in the figure 
and corresponding text in order to keep simplicity in the description. 
Mobile Node MN is a Mobile Internet Protocol compliant Node able to 
roam through the Mobile Internet Protocol Network MIPN for so far that 

30 Mobile Internet Protocol is supported in the network. 



-8- 



The most relevant parts of this Mobile Node MN, as presented in Fig. 
2 is the Foreign Agent Assignment requesting part FAARP that is able to 
request, at detection of entry of the Mobile Node MN in the Visited Network VN, 
the Foreign Agent assigning entity FAAE of the Home network HN to assign a 
5 Foreign Agent FA to the Mobile Node MN. Further there is a part that is adapted 
to request a Dynamic Host Control protocol Server for a temporary Internet 
Protocol address (which is not shown) and a reception part (not shown) that is 
adapted to receive the temporary Internet Protocol address and additionally 
there is a Destination Address Forwarding Part DAFP adapted to forward, at 

10 roaming of the Mobile Node from said Home Network HN to the visited 
network VN1, a destination address towards the home agent HA, 

The Foreign Agent Assignment requesting part FAARP has an 
output-terminal that is at the same time an output-terminal O 0 of Mobile Node 
MN. The output-terminal of the Destination Address Forwarding Part DAFP is 

1 5 also coupled to output-terminal O 0 of Mobile Node MN. 

Tha..ma.i.n.jeJaments^oi.the. Hame.Agent. HA as presented in FIG. 2 
are the Foreign Agent Assigning Entity FAAE that is able to assign a Foreign 
Agent to the Mobile Node which is moving to the Visited Network VN, the Home 
Agent Path Establishing Part HAPEP which is adapted to establish a path, for 

20 instance a tunnel, between the home agent HA and the assigned Foreign Agent 
FA and the Intercepting Part IP that is able to intercept data destined for the 
Mobile Node MN. 

The Foreign Agent Assigning Entity FAAE has an input-terminal l 3 
that is at the same time an input-terminal h of Mobile Home Agent. The 

25 Intercepting part IP has an input-terminal that is at the same time an input- 
terminal l 2 of Mobile Home Agent. The Intercepting part IP further has an 
output-terminal that is coupled to an input-terminal of the Home Agent Path 
Establishing Part HAPEP that has an output-terminal that is at the same time an 
output-terminal 0 2 of the Home Agent HA. Moreover, the Foreign Agent 
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Assigning Entity FAAE has an output-terminal that is coupled to an input- 
terminal of the Home Agent Path Establishing Part HAPEP. 

The Foreign Agent assigning entity FAAE as is presented in FIG. 2 is 
built up of a Foreign Agent Assignment request reception part FAARRP, that is 
5 adapted to receive a request for service of a Foreign Agent FA sent by the 

Mobile Node MN, a Foreign Agent Assigning part FAAP, that is able to assign a 
Foreign Agent to the Mobile Node MN at reception of the request for service of 
a foreign agent FA of the Mobile Node MN and a notification part NP, for 
notifying the Foreign Agent FA of an assignment of the Foreign Agent FA for 

10 providing Foreign Agent service to the Mobile Node MN. 

The Foreign Agent Assignment request reception part FAARRP, has 
an input-terminal that is at the same time an input-terminal l 3 of the Foreign 
Agent Assigning Entity FAAE. The Foreign Agent Assignment Request 
Reception Part FAARRP further has an output-terminal that is coupled to an 

1 5 input-terminal of the Foreign Agent Assigning part FAAP, which in its turn has 
an output-terminal that is coupled to an input-terminal of the Notification Part 
NP. The Notification Part NP has an output-terminal that is at the same time an 
output-terminal Oi of the Foreign Agent Assigning Entity FAAE. 

The Foreign Agent FA in its turn is built up of a Foreign Agent 

20 Reception Part FARP, which is adapted to receive data sent by the Home 
Agent HA and for instance de-tunnel the received data, a Control Part CP 
that is able to determine a destination address from the data sent by the 
home agent HA and a Foreign Agent Path Establishing Part FAPEP, for 
establishing a path, for instance by tunneling, between this Foreign Agent 

25 FA and the Mobile Node MN based on the destination address. 

The Foreign Agent Reception Part FARP has an input-terminal 
that is at the same time an input-terminal l 4 of the Foreign Agent FA. This 
Foreign Agent Reception Part FARP has an output-terminal that is coupled to 
an input-terminal of the Control Part CP which in its turn is coupled with an 

30 input-terminal to an output-terminal of the Foreign Agent Path Establishing 
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Part FAPEP. This Foreign Agent Path Establishing Part FAPEP has an 
output-terminal which is at the same time an output-terminal O3 of Foreign 
Agent FA. 

Moreover, there is data connection between the Foreign Agent 
5 Reception Part FARP and the Foreign Agent Path Establishing Part 
FAPEP. 

In order to explain the operation of the present invention it is 
assumed that the Mobile Node MN moves from the Home Network HN (see 
dashed line between MN and MN' in Fig. 1 (where MN' stands for the second 

1 0 location in the Visited Network VN)) towards the Visited network VN. At roaming 
from the Home Network HN towards the Visited Network, the Mobile Node MN 
acquires a temporary Internet Protocol address in the Visited Network assigned 
by the Dynamic Host Control Protocol DHCP (Not shown). Mobile node MN 
detects that the Visited network VN does not support the Mobile Internet 

1 5 Protocol by the absence of Foreign Agent Advertisements within a given period. 

The Forej^^ FAARP QfJteJMoMe..Nflde.MN, 

at detection of entry of the Mobile Node MN in the Visited Network VN requests 
the Foreign Agent Assigning Entity FAAE of the Home network HN to assign a 
Foreign Agent FA to the Mobile Node MN. This request consists of a Mobile 

20 Internet Protocol registration request, further referred to as MIP registration 
request, with an extension for Foreign Agent service request by the Mobile 
Node. The temporary assigned Internet Protocol address, forwarded by the 
Destination address Forwarding Part is used as the source address of the 
registration request message. 

25 Subsequently, the Foreign Agent Assignment request reception part 

FAARRP, receives the request for service of a Foreign Agent FA and forwards 
the request to the Foreign Agent Assigning part FAAP that on receiving the 
registration request and after having authenticated the Mobile Node, processes 
the Foreign Agent request extension. The Home Agent HA then allocates 

30 Foreign Agent FA of the Home Network HN to the mobile Node MN. The 
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assignment of Foreign Agent FA2 in the Broker Network would have been 
equally suitable. 

The Foreign Agent Assigning part FAAP may by default use a static 
Foreign Agent for assignment at request but may alternatively consult a list of 
5 foreign Agents to be assigned. This list may be stored in a Foreign Agents table 
in the Foreign Agent Holding Part FAHP of the Home Agent HA. The Foreign 
Agent that is assigned could be chosen such that the Foreign Agent is as close 
to the Mobile Node as possible. 

Alternatively, the Foreign Agent Assigning Entity FAAE may assign a 

10 Foreign Agent provided by an Authorisation Authentication Accounting-Server 
forming part of the Home Network HN This server may be a Server that 
implements the Diameter protocol or the RADIUS protocol or some other 
Dynamic Agent assigning server. There may even be a combination of a first 
Foreign Agent Assigning Entity FAAE in the Home Agent HA and a second 

15 Foreign Agent Assigning Entity FAAE may be located within a network element 
belonging to the Home Network outside of the Home Agent (e.g. Authorisation 
Authentication Accounting-Server). The Foreign Agent Assigning Entity FAAE 
may be located in a network element belonging to the Home Network outside of 
the Home Agent (eg. Authorisation Authentication Accounting-Server). 

20 The assignment of a Foreign Agent is notified to the Mobile Node 

and to the Foreign Agent FA that is intended to provide the Mobile Node with a 
mobility service. This notification is dealt with by the Notification Part and the 
Home Agent Path Establishing Part HAPEP. The Foreign Agent need to be 
notified about the need for its services to the mobile node, the Foreign Agent 

25 has to be instructed to create a tunnel between the Foreign Agent and the 
Mobile Node's temporary address, and the mobile node has to be informed 
about the Foreign Agent that is offering the services to the Mobile Node. This 
notification can be performed in any number of ways e.g. The Home Agent can 
forward the registration request sent by the Mobile Node to the Foreign Agent 

30 using the tunnel that was created between the Home Agent and the Foreign 
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Agent using HAPEP. The Foreign Agent reception part FARP receives the 
message and de-tunnels the data and assumes that the registration request 
was received from a Mobile Node and thereby the Control Part CP processes 
the registration request as per Mobile IP protocol. Another method to perform 
5 the notification is for the Home Agent to send a registration reply to the Foreign 
Agent in response to the registration request message that was sent by the 
Mobile Node to the Home Agent. In this case, the Foreign Agent does not 
receive a registration request message. This is a modification to the regular 
working of Mobile IP Foreign Agent implementation, since the Foreign Agent 

10 processes registration replies only if it had received a registration request from 
the Mobile Node. There are various other methods by which a Foreign Agent 
could be notified about the need for Foreign Agent services to a mobile node. 

Along with the notification for Foreign Agent services to the Foreign 
Agent by the Home Agent, the Home Agent also instructs the Foreign Agent to 

15 create a tunnel between Foreign Agent and the Mobile Node's temporary 
address. Once the tunnel is created the Foreign Agent using FAPEP, the 
Foreign Agent forwards the registration reply to Mobile Node using the tunnel. 

The Mobile Node on receiving the registration reply processes it and 
makes a note of the Foreign Agent's address which is nothing but the Mobile IP 

20 care-of-address of the Mobile Node. 

Any Corresponding Node intending to send data towards the Mobile 
host may send the data similar to the situation that the Mobile Node resided in 
the Home Network, to the normal home internet protocol address. The Home 
Agent then intercepts data sent by a Corresponding Node and tunnel data 

25 towards the assigned Foreign Agent FA. The assigned Foreign Agent FA 
subsequently will tunnel the data directly towards the Mobile Node at the 
temporary assigned Internet Protocol address. The Mobile Node at receipt of 
the tunneled data, in its turn de-tunnels the data and processes this data. 

In case of roaming towards a different Visited Network, Mobile Node 

30 MN acquires a temporary address from the new visited network as above 
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described. Subsequently the Mobile Node MN sends a Message to the Foreign 
agent FA that was allocated to it, the message containing the new acquired 
temporary Internet Protocol address requesting tunnel creation between the 
Foreign Agent FA and the new temporary Internet Protocol address of the 
5 Mobile Node MN. 

This message could be a modified registration request except the message is 
not forwarded all the way to the Home Agent HA but addressed to the Foreign 
Agent. The Foreign Agent then modifies its entry for the Mobile Node, and sets 
up a new tunnel between the Foreign Agent and the Mobile Node's new 

10 address and finally removes the old tunnel. The Foreign Agent FA sends a reply 
to the MN indicating the success. 

With respect to the second embodiment a new network element 
is introduced, i.e. an Access Router. This Access Router is a Router 
located at the edge of the Visited Network VN and able to establish a path 

15 from the access Router AR towards the mobile Node MN. 

The Access Router AR comprises an Access Router Path 
Establishing Part ARPEP for establishing a path between the Access 
Router AR and the Mobile Node MN based on forwarding information 
provided to the Access Router AR by the Mobile Node, Control Information 

20 Reception Part CIRP that is able to receive the forwarding information 

necessary for establishing a path between the Access Router and the Mobile 
Node and an Access Router Reception Part ARRP able to receive data sent 
by the Foreign Agent FA. 

The Access Router Reception Part ARRP has an input-terminal 

25 that is at the same time an input-terminal l 5 of the Access Router AR. This 
Access Router Reception Part ARRP has an output-terminal that is coupled to 
an input-terminal of the Control Information Reception Part CIRP which in 
its turn is coupled with an output-terminal to an input-terminal of the Access 
Router Path Establishing Part ARPEP. This Access Router Path 

30 Establishing Part ARPEP has an output-terminal which is at the same time 
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an output-terminal 0 4 of the Access Router AR. Moreover, there is data 
connection between the Access Router Reception Part ARRP and the 
Access Router Path Establishing Part ARPEP. The Control Information 
Reception Part CIRP has an input-terminal that is at the same time an input- 
terminal l 6 of the Access Router AR. 

The Foreign Agent FA is able to establish a path between the 
Foreign Agent FA and the Access Router AR based on the Internet Protocol 
Address of the Access Router, which is provided to the Foreign Agent FA via 
the Mobile Node MN. The Foreign agent FA -provides routing services to the 
Mobile Node MN while the mobile node is registered with it. The Foreign Agent 
de-tunnels the datagrams tunnelled to it by the Mobile Node's Home Agent and 
delivers datagrams to the Access Router by using a tunnel that was set-up by 
the Foreign Agent between the Foreign Agent and the Access Router AR 
Internet Protocol Address. 

In order to explain the operation of the second embodiment of the 
present invention, again it is assumed that the Mobile Node MN moves from the 
Home Network HN (see dashed line between MN and MN' in Fig. 1 (where MN' 
stands for the second location in the Visited Network VN)) towards the Visited 
network VN 

The Mobile Node at reception of a router advertisement from the 
Access Router AR within the Visited Network VN creates an Access Router 
extension. The Mobile Node MN requests its Home Agent HA for assigning 
Foreign Agent service to the Mobile Node MN in the same way as was done in 
the first embodiment. This is done by using a MIP registration request with 
extension for Foreign Agent service request by the Mobile Node MN; the Mobile 
Node's home address is used as the source address of the registration request 
message. The Access Router extension is also added to the registration 
request, meaning that the Access Router destination address is incorporated in 
the registration request. 
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The Home Agent HA on receiving the registration request and after 
having authenticated the Mobile Node MN processes the Foreign Agent FA 
request, extension. The Foreign agent Assignment Entity then allocates a 
Foreign Agent. The Foreign Agent need to be notified about the need for its 
5 services to the mobile node, the Foreign Agent has to be instructed to create a 
tunnel between the Foreign Agent and the Access Router, and the mobile node 
has to be informed about the Foreign Agent that is offering the services to the 
Mobile Node. This notification can be performed in any number of ways e.g. 
The Home Agent can forward the registration request sent by the Mobile Node 

10 to the Foreign Agent using the tunnel that was created between the Home 
Agent and the Foreign Agent using HAPEP. The Foreign Agent reception part 
FARP receives the message and de-tunnels the data and assumes that the 
registration request was received from a Mobile Node and thereby the Control 
Part CP processes the registration request as per Mobile IP protocol. Another 

15 method to perform the notification is for the Home Agent to send a registration 
reply to the Foreign Agent in response to the registration request message that 
was sent by the Mobile Node to the Home Agent. In this case, the Foreign 
Agent does not receive a registration request message. This is a modification to 
the regular working of Mobile IP Foreign Agent implementation, since the 

20 Foreign Agent processes registration replies only if it had received a registration 
request from the Mobile Node. There are various other methods by which a 
Foreign Agent could be notified about the need for Foreign Agent services to a 
mobile node. 

Along with the notification for Foreign Agent services to the Foreign 
25 Agent by the Home Agent, the Home Agent also instructs the Foreign Agent to 
create a tunnel between Foreign Agent and the Access Router. Once the tunnel 
is created the Foreign Agent using FAPEP, the Foreign Agent forwards the 
registration reply to Access Router using the tunnel. 

The Access Router reception part ARRP on receiving the message 
30 from the Foreign Agent then de-tunnels the message and subsequently the 
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ARPEP then forwards the registration reply through the appropriate interface to 
the Mobile Node. This appropriate interface is determined using the input of the 
control information reception part Ci'RP. This input is a reply of the Mobile Node 
on an advertisement of the Access router on a certain interface of the Access 
5 Router. Data to be forwarded from the Access Router towards the Mobile Node 
is done over this same interface. The Mobile Node on receiving the registration 
reply processes it and makes a note of the Foreign Agent's address which is 
nothing but the Mobile IP care-of-address of the Mobile Node. A final remark is 
that embodiments of the present invention are described above in terms of 

1 0 functional blocks. From the functional description of these blocks, given above, 
it will be apparent for a person skilled in the art of designing electronic devices 
how embodiments of these blocks can be manufactured with well-known 
electronic components. A detailed architecture of the contents of the functional 
blocks hence is not given. 

1 5 While the principles of the invention have been described above in 

connection with specific apparatus, it is to be clearly understood that this 
description is made only by way of example and not as a limitation on the scope 
of the invention, as defined in the appended claims. 
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CLAIMS 

1. Internet Protocol mobility supporting method for supporting 
the roaming of a Mobile Node (MN) in a Mobile Internet Protocol Network 

5 from a home network (HN) towards a Visited Network (VN), said home 
network (HN) comprising a home agent (HA), CHARACTERIZED IN THAT 
said Mobile Internet Protocol Network excluding said visited network (VN) 
comprises a Foreign Agent (FA) and that said method comprises the 
following steps: 

10 a. forwarding a destination address towards said Home Agent 

(HA) by said Mobile Node (MN) at roaming of said Mobile Node (MN) from 

said home network (HN) to said visited network (VN1); 

b. assigning said Foreign Agent (FA) to said Mobile Node (MN) by a 

Foreign Agent assigning entity (FAAE) at request of said Mobile node (MN); 
15 c. Establishing a path between said Home Agent (HA) and said 

Foreign Agent by said Home Agent (HA); and 

d. Establishing a path between said Foreign Agent (FA) and said 

Mobile Node (MN) by said Foreign Agent (FA) based on said destination 

address. 

20 

2. Internet Protocol mobility supporting system for supporting 
the roaming of a Mobile Node (MN) in a mobile Internet protocol Network 
from a home network (HN) towards a Visited Network (VN), said home 

25 network (HN) comprising a Home Agent (HA), CHARACTERIZED IN 
THAT said Mobile Internet Protocol Network excluding said Visited 
Network (VN) comprises a Foreign Agent (FA) and that said system, 
comprises the following parts: 

a) destination address forwarding part (DAFP) , located in said 

30 Mobile Node (MN) and adapted to forward, at roaming of said Mobile 
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Node (MN) from said home network (HN) to said visited network (VN), a 
destination address towards said home agent (HA); 

b) Foreign Agent Assigning Entity (FAAE), adapted to assign said 
Foreign Agent (FA) to said Mobile Node (MN) at request of said Mobile Node 

5 (MN); 

c) Home Agent path establishing part (HAPEP), located in said 
Home Agent (HA) and adapted to establish a path between said home 
agent (HA) and said Foreign Agent (FA); and 

d) Foreign Agent path establishing part (FAPEP), located in said 
10 Foreign Agent (FA) and adapted to establish a path between said Foreign 

Agent and said Mobile Node (MN) by said Foreign Agent (FA) based on said 
destination address. 



3. Internet Protocol mobility supporting system according to 
15 claim 2, CHARACTERIZED IN THAT said destination address is an Internet 
Protocol address of said Mobile Node (MN), said address being a temporary 
address, assigned by a Dynamic Host Control Protocol server of said visited 
network (VN) and said destination address identifying said path between said 
Foreign agent and said Mobile Node. 

20 

;t 4. Internet Protocol mobility supporting system according to 
claim 2, CHARACTERIZED IN THAT said destination address is the Internet 
Protocol address of an Access Router (AR) at the edge of said visited network, 
said access router (AR) being adapted to establish a path between said access 
25 router (AR) and said Mobile Node (MN) based on forwarding information 
provided to said Access Router by said Mobile Node and said destination 
address identifying said path between said Foreign agent and said Access 
Router. 
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5. Mobile Node (MN) for use in a Internet Protocol mobility 
supporting system for supporting the roaming of said Mobile Node (MN) in 
a Mobile Internet Protocol Network from a Home Network (HN) towards a 
Visited Network (VN), said Home Network (HN) comprising a Home Agent 
5 (HA), said Mobile Node (MN) being connected to said mobile Home Network 
(HN), CHARACTERIZED IN THAT said Mobile Node (MN) comprises a 
Foreign Agent Assignment requesting part (FAARP), adapted to request, at 
detection of entry of said Mobile Node in said Visited Network (VN), a Foreign 
Agent assigning entity (FAAE) of said Home network (HN) to assign a Foreign 
1 0 Agent (FA) to said Mobile Node (MN). 



6. Foreign Agent assigning entity (FAAE) for use in a Internet 
Protocol mobility supporting system for supporting the roaming of a Mobile 
15 Node (MN) in a Mobile Internet Protocol Network from a home network 
(HN) towards a Visited Network (VN), said Home Network (HN) comprising 
a Home Agent (HA), said Mobile Node (MN) being connected to said mobile 
Home Network (HN), said Foreign Agent assigning entity (FAAE) comprising 
the following parts: 

20 a. a Foreign Agent Assignment request reception part (FAARRP), 

adapted to receive a request for service of a Foreign Agent (FA) of said Mobile 
Node (MN); 

b. a Foreign Agent Assigning part (FAAP), coupled with an input to 
an output of said Foreign Agent Assignment request reception part (FAARRP) 

25 and adapted to assign a Foreign Agent to said Mobile Node (MN) at reception 
of said request for service of a foreign agent (FA) of said Mobile Node (MN); 
and 

c. a notification part (NP), coupled with an input to an output of said 
Foreign Agent Assigning Part (FAAP), and adapted to notify said Foreign Agent 
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(FA) of an assignment of said Foreign Agent (FA) for providing Foreign Agent 
service to said Mobile Node (MN). 

7. Foreign Agent assigning entity (FAAE) according to claim 6, 
5 CHARACTERIZED IN THAT said Foreign Agent assigning entity (FAAE) 
further comprises a Foreign Agent holding part (FAHP) adapted to hold a list 
comprising at least one Foreign Agent (FA); and 

that said Foreign Agent Assigning part (FAAP) is coupled to said 
Foreign Agent Holding Part (FAHP) and is further adapted to select said 
10 Foreign Agent (FA) to be assigned from said Foreign Agent Holding Part 
(FAHP). 

8. Foreign Agent assigning entity (FAAE) according to claim 6, 
CHARACTERIZED IN THAT said Foreign Agent assigning entity (FAAE) is 

1 5 further adapted to assign a Foreign Agent (FA) provided via an Authorisation 
Authentication. Ac<^.unting-Server(AAAS), 

9. Home agent (HA) for use in a Internet Protocol mobility 
20 supporting system for supporting the roaming of said Mobile Node (MN) in 

a Mobile Internet Protocol Network from a Home Network (HN) towards a 
Visited Network (VN), said Home Network (HN) comprising said Home 
Agent (HA), said Mobile Node (MN) being connected to said mobile Home 
Network (HN), CHARACTERIZED IN THAT said Home Agent (HA) 
25 comprises a Foreign Agent Assigning Entity (FAAE) according any of the 
claims 6 to 8 and that said Home Agent (HA) further comprises a Home Agent 
Path Establishing Part (HAPEP), coupled with an output to an input of said 
Foreign Agent Assigning Entity (FAAE) and adapted to establish a connection 
between said home agent (HA) and said assigned Foreign Agent (FA). 

30 
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10. Authentication, Authorization and Accounting Server (AAS) for 
use in a Internet Protocol mobility supporting system for supporting the 
roaming of a Mobile Node (MN) in a Mobile Internet Protocol Network from 
a Home Network (HN) towards a Visited Network (VN), said Home 
Network (HN) comprising a Home Agent (HA), said Mobile Node (MN) being 
connected to said Home Network (HN), CHARACTERIZED IN THAT said 
Home Agent (HA) comprises a Foreign Agent assigning entity (FAAE) 
according to any of the claims 6 to 8. 

11. Foreign Agent (FA) for use in a Internet Protocol mobility 
supporting system for supporting the roaming of a Mobile Node (MN) in a 
Mobile Internet Protocol Network from a Home Network (HN) towards a 
Visited Network (VN), said Home Network (HN) comprising a Home Agent 
(HA) and said Mobile Node (MN) being connected to said Home Network (HN), 
CHARACTERIZED IN THAT said Foreign Agent (FA) is included in said 
mobile Internet protocol Network excluding said visited network (VN), and 
that said Foreign Agent comprises: 

a. a Foreign Agent Reception Part (FARP), adapted to receive 
data from said Home Agent (HA); and 

b. a Control Part (CP), coupled with an input to an output of said 
Foreign Agent Reception Part (FARP) and adapted to determine a 
destination address from said data sent by said home agent (HA); 

c. a Foreign Agent Path Establishing Part (FAPEP), coupled with 
an input to an output of said Control Part (CP), and adapted to establish a 
path between said Foreign Agent (FA) and said Mobile Node (MN) based 
on said destination address. 

12. Foreign Agent (FA) according to claim 11, CHARACTERIZED 
IN THAT said Foreign Agent Path Establishing Part (FAPEP) is adapted to 
establish a connection between said Foreign Agent (FA) and said Mobile 
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Node (MN) where said destination address is a Internet protocol address 
assigned to said Mobile Node (MN). 

13. Foreign Agent (FA) according to claim 11, CHARACTERIZED 
5 IN THAT said Foreign Agent connection establishing part (FACEP), is 

adapted to establish a connection between said Foreign Agent (FA) and 
an Access Router (AR) at the edge of said Visited Network (VN) where 
said destination address is a Internet Protocol address assigned to said 
Access Router (AR). 

10 

14. Access Router for use in a Internet Protocol mobility 
supporting system for supporting the roaming of a Mobile Node (MN) in a 
Mobile Internet Protocol Network from a Home Network (HN) towards a 
Visited Network (VN), said Home Network (HN) comprising a Home Agent 

15 (HA), said Access Router (AR) being located at the edge of said visited 
network, CHARACTERIZED IN THAT, said access router (AR) comprises an 
Access Router Path Establishing Part (ARPEP) adapted to establish a 
path between said Access Router (AR) and said Mobile Node (MN) based 
on forwarding information provided to said Access Router by said Mobile Node. 
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ABSTRACT 

INTERNET PROTOCOL MOBILITY SUPPORTING METHOD, A RELATED 
5 SYSTEM AND RELATED DEVICES 

The Internet Protocol mobility supporting method deals with supporting of 
roaming of a Mobile Node in a Mobile Internet Protocol Network from a 
home network towards a Visited Network. The home network comprises a 

10 home agent. The Mobile Internet Protocol Network excluding the visited 
network comprises a Foreign Agent. The method of the present invention 
comprises the step of forwarding a destination address towards the Home 
Agent by the Mobile Node at roaming of the Mobile Node from the home 
network to the visited network. Additionally, the Foreign Agent assigning 

15 entity, at request of the Mobile node assigns the Foreign Agent to:the Mobile 
Node. Subsequently, the Home Agent establishes a path between the Home 
Agent and the Foreign Agent. Finally, a path between the Foreign Agent and 
the Mobile Node is established by the Foreign Agent based on the destination 
address. 
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